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Introduction  

Parent or standalone  organizations (orgs) interested in bidirectional data exchange 

(BiDX) with the Texas Immunization Registry can indicate their interest and 

perform BiDX  onboarding via the Texas DSHS Immunization Portal (aka Syntropi).  

Please refer to the 11 -15952 Texas DSHS Immunization Portal Registration Guide , 

found on our Forms and Documents webpage at 

https://www.dshs.texas.gov/immunize/immtrac/forms.shtm  for instructions on how 

to indicate interest in establishing a BiDX  connection or onboarding with the 

registry.  

The tile (widget) option Bidirectional Data Exchange  becomes enabled or 

viewable t o parent or standalone orgs  once DSHS has approved the parent or 

standalone org s ImmTrac2 registration . See Figure 1: Bidirectional Data Exchange 

Widget .   

Child or subsites of parent orgs are not  able to access the new Bidirectional Data 

Exchange option.  

 

Figure 1: Bidirectional Data Exchange Widget  

https://www.dshs.texas.gov/immunize/immtrac/forms.shtm
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Benefits of the Bidirectional Data Exchange in Syntropi  

By using the Bidirectional Data Exchange widget, parent and standalone orgs can:  

¶ Experience a streamlined process for BiDX  onboarding  

¶ Register their sites with the registry and BiDX  using the same application  

¶ Submit their registration of intent for BiDX  

¶ Submit test messages for HL7 message validation  

¶ Download test and production WSDL to establish a BiDX  interface with the 

registry  

¶ Receive auto -generated data quality metrics and reports  

Additionally, electronic health records (EHR) vendors can track their providers' 

status for BiDX  onboarding . 

Onboarding Steps for Bidirectional Data Exchange  

A parent or standalone org must complete all the steps below to be fully onboarded 

for BiDX  with the registry.  

1.  Registration  

2.  Preparation, Message Pre -Testing  

3.  Preparation, Connectivity & Transport  

4.  Pre-Produ ction Testing, Message Validation  

5.  Pre-Production Testing, Data Quality Review  

6.  Go-Live, Connectivity & Transport  

These steps are outlined in detail in this guide.  

Accessing Bidirectional Data Exchange in Syntropi  

To access the Bidirectional Data Exchange wi dget, you must :   

1.  Login  to  the HHS Enterprise Portal.  

2.  Select the Syntropi ï CRC option under ñApplications. ò 

3.  Select the Skip  button to bypass the ñPandemic Provider Enrollmentò 

application. See Figure 2: Pandemic Provider Enrollment . 
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Figure 2: Pandemic Provider Enrollment  
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4.  Locate the Bidirectional Data Exchange widget on the main menu. See Figure 

3: Main Menu -  Bidirectional Data Exchange . 

The widget only appears if  you are a parent or standalone org, and  DSHS has 
approved your recently submitted registration.  

 

Figure 3: Main Menu -  Bidirectional Data Exchange  
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1.  Registration of Intent  

Overview  

In this section, you will learn  to:  

¶ Fill out and sign  the Bidirectional Registration of Intent  

¶ Access the BiDX  Onboarding menu  

¶ Indicate how your organization will submit registry consent  

Note: T he Bidirectional Data Exchange widget is only available once ImmTrac2 has 

approved the parent or standalone organization.  

Bidirectional Registration of Intent  

Once available, the Bidirectional Data Exchange  widget indicates ñClick to submit 

your registration of intent for Bidirectional Exchange of Immunization with the 

Texas Immunization Registry.ò See Figure 4: Link to Begin Bidirectional DX 

Onboarding .  

 

Figure 4 -  Link to Begin Bidirectional DX Onboarding  
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Parent Organization  

Select ñYesò or ñNoò to indicate whether your organization will pass on information 

for other locations . See Figure 5 ï Will Your Organization Pass Info to /for  Other 
Organizations .  

 
Figure 5 -  Will Your Organization Pass Info to /for  Other Organizations  

Contacts  

Review your organizationôs Point of Contact. Note that th e point of contact  provided  

will be responsible for ongoing data exchange communications between the 

organization and the registry.  See Figure 6 ï Organization Point of Contact . 

 
Figure 6 -  Organization Point of Contact  
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Next, d esignate three  contacts for data exchange  (see Figure 7 ï Three Contacts for 

Data Exchange ) :  

¶ Primary Data Exchange Contact  

¶ Secondary Data Exchange Contact  

¶ Information Technology (IT) Contact  

Note that these contacts must be different people with unique email addresses . 

 
Figure 7 -  Three Contacts for Data Exchange  
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Readiness  

Confirm whether you are already submitting HL7 data to ImmTrac2, and whether 

your facility and EHR can both send and receive data.  See Figure 8 ï Readiness . 

 
Figure 8 -  Readiness  

EHR  

Fill in details for your EHR solution, including whether they can send HL7 2.5.1 

formatted data . See Figure 9 ï Electronic Health Record (EHR) Vendor . 

 
Figure 9 -  Electronic Health Record (EHR) Vendor  
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Authorization to Release Credentials  

Authorize ImmTrac2 to release your credentials to your EHR vendor . See Figure 10  

ï Authorization to Release Your Credentials to Your EHR Vendor . 

 
Figure 10  -  Authorization to Release Your Credentials to Your EHR Vendor  

Data Exchange Credentials will only be released to the organization Point of Contact 

(POC). If you wish to have the registry provide your chosen EHR vendor BiDX  

credentials you must choose ñYes, I authorize the registry to release the BiDX 

credenti als to the EHR vendorò. If you choose ñNo I DO NOT authorize the registry 

to release the BiDX  credentials to the HER vendorò, it will be the responsibility of 

the organization POC to provide the EHR vendor with BiDX  credentials.  

3 rd  Party Data Aggregation  

Indicate whether your organization will connect to ImmTrac2 via a 3 rd  party 

aggregation bridge.   See Figure 11 ï Data Aggregation Bridge . 

A data aggregation bridge acts as a connection to ImmTrac2 where data is sent 

from your organi zation's EHR solution to the data bridge, then is forwarded onto 

ImmTrac2 from the data bridge.  For example, the CDC Immunization Gateway (aka 

the IZ Gateway), Iron Bridge or a Health Information Exchange (HIE).  

If 3 rd  part data aggregation does not apply to your organization, please leave these 

fields blank.  

 
Figure 11  -  Data Aggregation Bridge  
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Exchange Method  

Indicate which method of bidirectional data exchange your facility will use :  

¶ Update -Only , meaning only sending immunization date  (see Figure 12  ï 

Update Only ).  

 
Figure 12  -  Update Only  

¶ Query -Only , meaning look up/ receive  immunization data  (see  Figure 13  ï 

Query Only ).  

 
Figure 13  -  Query Only  

¶ Update and Query , meaning Bidirectional -both send and receive 

immunization data  (see Figure 14  ï Update and Query ).  

 
Figure 14  -  Update and Query  

Note that you must be able to perform bidirectional exchange formatted in 

HL7 2.5.1 to proceed with onboarding.  Contact ImmTracMU@dshs.texas.gov  

for assistance with unidirectional data exchange onboarding.  

 

  

mailto:ImmTracMU@dshs.texas.gov
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Electronically Signing and Submitting  

To submit your Registration of Intent  (see Figur e 15  ï Submitting the Registration 

of Intent ) :  

1. Review your information.  

2. Check the box to verify that you are authorized to sign for your organization . 

3. If you are not authorized to sign for your organization, send to the 

authorized signer to complete registration.  

4. Click the Edit  button to return and revise it, or Sign & Submit  to proceed. 

On the next screen check the box to sign electronically and click the Submit  

button.  

 
Figure 15  -  Submitting the Registration of Intent  
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After you submit your registration of intent, you will see a confirmation  message.  
Click the Continue  button  (see Figure 16  ï Continue to Onboard ).  

 
Figure 16  -  Continue to Onboard  
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Registration for Query - Only Data Exchange  

On the following screen, for  organizations that indicated a  Query -Only data 

exchange  connection during registration , you will see that the registration step is 
already complete d,  and you can p roceed to Onboarding Step 2.  

 
Figure 17  -  Registration for Query -Only is Complete  

Registration for Update - Only and Bidirectional Data Exchange  

For orga nizations that indicated an  Update -Only or a  Bidirectional data exchange  
connection,  you will see that the registration step is partially  complete now.  Click 

the Continue button to designate the mode you will use to submit consent 
information.  

 
Figure 18  -  Registration for Update -Only and Bidirectional is Partially Complete  
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Choosing a Consent  Mode  

A patient's written consent (minor and adult) using an official DSHS registry 

consent form is required for inclusion of al l data in the registry, except in the event 
of a publicly declared disaster. Written consent must be given by a parent or legal 

custodian if a patient is younger than 18 years of age.  Official ImmTrac2 Consent 
Forms are available on our Department of State Health Services (DSHS) website :  

¶ ImmTrac2 ï Minor Consent Form  

¶ ImmTrac2 ï Adult Consent Form  

¶ ImmTrac2 ï Disaster Retention Information Consent Form  

The signed registry consent form must be archived with the provider's office and in 
the patients' medical records after your organization has reported the registry 

consent to ImmTrac2 via one of the below methods.  

Do NOT send (by fax, mail, or email) the signed registry consent forms to t he 

registry for storage or processing.  

Please review the Texas Immunization Registry ï Consent Overview  to understand 
Texasô unique registry consent legislation and requirements.  

¶ Flat File:  Separate from HL7 submissions to ImmTrac2 and follows the 

Electronic Standards for Affirmation of Registry Consent.  

¶ HL7 Submission:  Included in updates from your electronic health record's 

HL7 submission to ImmTrac2 and follows the standards  for Affirmation of 

Registry Consent via Health Level Seven. This is the preferred option for 

BiDX  onboarding but  is dependent on your EHR's capabilities to support 

Texas' unique registry consent values.  

¶ Manually:  Manually enter ed the ImmTrac2 online a pplication by a staff 

member from your organization.  

¶ Select the consent mode for your organization, then click the Save & 

Continue  button.  

Note : Flat File and Manually reporting methods are not recommend for BiDX  

onboarding . If Flat File or Manual meth ods of reporting registry consent apply to 

your organization, please email ImmTracMU@dshs.texas.gov  for further assistance.  

  

https://www.dshs.texas.gov/immunize/immtrac/forms.shtm
https://www.dshs.texas.gov/immunize/immtrac/docs/11-15702.pdf
mailto:ImmTracMU@dshs.texas.gov
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2.  Preparation -  Message Pre - Testing  

Note: For Bidirectional  (Update and Query)  onboarding, you will need to pass pre -

testing for both VXU  update  and QBP messages. For Update -Only or Query -Only 

onboarding, you only need to pass pre - testing for  only  the connection type 

selected . 

This section of the onboarding allows  your organization to manually upload test 

HL7 messages to ensure they are formatted to comply with the Texasô and CDCôs 

HL7 Message Requirements. You  are responsible for creating your  own HL7 (VXU 

and QBP)  messages that will be validated through this sect ion .  

We strongly recommend coordinating with your  EHR vendor to obtain HL7 

messages that can be used for pre - testing . Pre - testing files are not submitted to 

the registry but are validated by the Syntropi application based on the Texasô and 

CDCôs HL7 Implementation Guides.  Test files must be in .hl7 or .txt format. Any 

files uploaded are changed to protect patient identifiable information (i.e., the 

patient information is de - identified).  

 

To successfully complete pre - testing, you  must submit  one error free  messages of 

the following :  

¶ Historical VXU  

¶ New VXU  

¶ QBP 

In the section, organizations will learn how to:  

¶ Upload HL7 test message s 

¶ Run the validation  of HL7 test messages  

¶ Identify if HL7 test messages m ark ed as passed  or failed  

¶ Identify the HL7 segments and/or fields that require correction  

To successfully complete pre - testing and testing, your organization will need to be 

familiar with the following resources. All are available on our Forms and Documents 

webpage at https://www.dshs.texas.gov/immunize/immtrac/forms.shtm :  

¶ Texas Immunization Registry HL7 2.5.1 Implementation Guide  

¶ Texas Immunization Registry H L7 2.5 1 Error Guide  

https://www.dshs.texas.gov/immunize/immtrac/forms.shtm
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¶ Informational Guide on Bidirectional Data Exchange  

¶ Affirmation of Registry Consent via Health Level Seven  

¶ Electronic Standards for Affirmation of Registry Consent  

VXU Update Messages  

To pass pre - testing for VXU update messages, your organization must submit a 

valid historical immunization and a valid new immunization  message.  

1.  Click the Begin button to start HL7 message pre - testing.  See Figure 19ï 

Message Pre -Testing . 

 
Figure 19  -  Message Pre -Testing  
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2.  You are taken to the HL7 Validation Tool  to where you can upload HL7 

messages for testing and validation. Generate a sample HL7 VXU message from 

the Electronic Health Record Solution. Click the ñUpload New File ò button. See 

Figure 2 0 ï VXU-  Validation Status .  

 
Figure 20  -  VXU Validation Status  

3.  The Upload New File  page displays, allowing you to choose the following, see 

Figure 21 : HL7 Message Type:  

a.  HL7 Message Type to be uploaded: VXU or QBP  

b.  What EHR -Product -Version the file was generated from  

c.  Choose the file to be uploaded  

 
Figure 21  -  HL7 Message Type  
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4.  If submitting a VXU test file, then no changes are needed as the HL7 Message 

Type default. Click the Choose File  button to browse files on your computer to 

locate the file you want to upload.  

a.  Once you have located the HL7 file you want to upload, select th e HL7 test 

file and press the OK button . 

    Your file is attached to the application. You can now see the name of 

your file listed next to the Choose File button . See  Figure 22 : Chosen File 

Listed . 

 
Figure  22 : Chosen File Listed  

5.  Select  the  Upload File  button to upload the test file for validation .  See Figure 
23: Upload Test File . 

 
Figure 23 : Upload Test File  
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6.  You are taken to the File Validation History  screen, which displays all the 

test files uploaded. In this case, you see only the first test file uploaded. Select 

the  Run Validation  hyperlink, under the View Detail column, to validate the 

uploaded test file.  See Figure 2 4: Run Validation . 

 
Figure 24 : Run Validation  

The file is validated, for a temporary moment the View Detail column displays 

ñIn progresséò indicating the validation is occurring. 

7.  At the top of the File Validation History screen, is a validation summary of the 

file. The summary will indicate either Validation Failed or Validation Passed.  See 

Figure 2 5: View Validation Results .   Select the View Error Report  button to 

view the  detailed  validation results of the uploaded test file . 
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Figure  25 : Viewing Validation Results  

8.  You are given a high - level detailed summary of the validation results. See 

Figure 2 6: Message Summary Described . 

 
Figure  26 : Message Summary Described  
























































